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Abstract of the contribution: PKI has been proposed as a potential solution to security concerns in 3GPP networks for targeted use cases.  This contribution discusses a PKI proof of concept for NodeB authentication to promote a study for the implementation of PKI in 3GPP.
Summary
In current 3GPP networks, the method of RRC establishment contains known security weaknesses.  One of these is that a UE is vulnerable to rogue NodeBs and IMSI catchers due to a lack of initial authentication in the AS.  Furthermore, RRC establishment requires messages to be transmitted in the clear, which exposes some UE-specific information even to a passive eavesdropper.  PKI is one potential solution to mitigating these risks.
MITRE has developed a proof of concept implementation of PKI for NodeB authentication in an LTE system.  In this system, the UE can verify the identity of the NodeB by using a modified SIB message, thereby enabling the UE to identify and avoid false NodeBs.  Furthermore, the system allows for a secure RRC establishment process.  This type of architecture should be considered by SA3 for standardization.
For more information on PKI for NodeB authentication, see the past contributions (S3-173035, S3-170656) titled “Support of PKI for NodeB Authentication”.
The following screen captures are excerpts from a presentation demonstrating the implementation method.
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Recommendation

A Study Item Description (SID) or Work Item Description (WID) should be created for the addition of functionality to support the use of PKI in special use cases to protect certain AS/NAS messages in 5G.
